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Gary SMiliefsky  Tue. April 25/10:30 AM- 11:00AM

Cybersecurity Theater



About the SpeakerT Sn o o p W&ELEQ

| 6m Gary S. Mi | i efsky, CEO,
Inventor. Entrepreneur. Founding Member, DHS.gov
CyberSecurity Expert. Breach Prevention Pioneer.

My bio is online at: http://www.snoopwall.com/media/
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Are You A Target? YES!

Transportation

45% of breaches
in the private
sector are of |
companies with
less than 1,000
employees

SourceVerizon Breach Investigations Report




Your Network is a Sitting Duck!

"Donald, Daffy, | feel like we're sitting ducks!"”
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The Average Cost of a Breach?
|l t6s over $3Méthis could

X Loss of current and future customers

x Tarnished brand and reputation

x Lawsuit/legal fees

X Fines and Penalties

x Significant Administrative & Remediation Costs

| f | tds a ransomware breach, a (



How Vulnerable is Sensitive Data?

Vulnerability of Sensitive Data

Il Somewhat Vulnerable
M Not At All Vulnerable

B Extremely Vulnerable

90.6%

of Sensitive Data Is
Very Vulnerable, Overall

SourceVormetric2017GlobalDataThreatReport

Bl Very Vulnerable




Are Insider Threats Really That Serious?

74%

feel vulnerable
to insider threats

B Extremely vulnerable B Slightly vulnerable
m Very vulnerable B Not at all vulnerable

B Moderately vulnerable
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Broadcaster/Media Attacks on The Rise

March 1, 2017 (ThelndyChannel.com) Hacked Radio Station Reports Zombie Attack and Disease Outbreak in Randolph CoufBASHasig
February 6, 2017(Radiolnk FCCBarixEquipment Being Hack€8TL hack)

February 2, 2017(ArsTechnicaRadio Stations That Ignored Major Vulnerability Start PlayingTAminp Son§STL hack)

October 21, 2016 (TechCrunch) Large DDoS Attacks Cause Outages at Twitter, Spotify, and Ot{leD8&¢s

October 17, 2016 (Current) Collapse of Oregon Call Center Leaves Public Media in théRamslbmware)

June 12, 2016(Softpedig Anonymous Attacks South African Broadcaster Over News Cend@Buf)

May 27, 2016 (Radioworld Avoid Paying a King's Rans@ansomware)

May 6, 2016(Talkers) Your Radio Station Is in Danger of Being Hacked

May 5, 2016 (MalwareByte3 CBSffiliated Television Stations Expose Visitors to Angler Expl@N&livertisingexploit)

April 5, 2016 (ArsTechniceNationg A RS NI} RA2 AGF GA2y KIF O] | ANSTLiKaekpzNBE 2 F @dzf 3 NI aF
July 27, 2015 (Click2Houston) Local radio station says hack causes slur to appear on (@REfalgack)

April 9, 2015 (CNN) Cyberattack disables 11 French TV channels, takes over social media sites

May 13, 2013 (WTOP) WTOP and Federal News Radio Websites Back After CybefMdatacike exploit)

February 11, 2018 (Gawker) Montana TV Station's Emergency Alert System Hacked, Warns of Zombie Ap{€Alpseck)

PLUS SONY PICTURES ENTERTAINMENT (SPE) AND


http://www.theindychannel.com/news/local-news/hacked-radio-station-reports-zombie-attack-and-disease-outbreak-in-randolph-county-indiana
http://radioink.com/2017/02/06/fcc-barix-equipment-hacked/
https://arstechnica.com/security/2017/02/unsecured-radio-transmitters-get-hacked-play-anti-trump-song/
https://techcrunch.com/2016/10/21/many-sites-including-twitter-and-spotify-suffering-outage/
http://current.org/2016/10/collapse-of-oregon-call-center-leaves-public-media-in-the-lurch/
http://news.softpedia.com/news/anonymous-attacks-south-african-state-broadcaster-over-news-censorship-505158.shtml?mid=1#cid=1335707
http://www.radioworld.com/article/avoid-paying-a-kings-ransom/278914
http://www.talkers.com/2016/05/06/your-radio-station-is-in-danger-of-being-hacked/
https://blog.malwarebytes.org/threat-analysis/2016/05/cbs-affiliated-television-stations-expose-visitors-to-angler-exploit-kit/
http://arstechnica.com/security/2016/04/nation-wide-radio-station-hack-airs-hours-of-vulgar-furry-sex-ramblings/
http://www.click2houston.com/news/local-radio-station-says-hack-causes-slur-to-appear-on-display
http://www.cnn.com/2015/04/09/europe/french-tv-network-attack-recovery/
http://wtop.com/news/2013/05/wtop-and-federal-news-radio-websites-back-after-cyber-attack/
http://gawker.com/5983516/montana-tv-stations-emergency-alert-system-hacked-warns-of-zombie-apocalypse

Ybh2[95D9 L/{

Before | tell you my 7 Secrets, | suggest
you gain access to various free and

paid INFOSEC resources so you can
become an | NFOSEC Ro

Checkout: www.cdsaonline.org the content delivery and security association for the
media industry.

Join www.CyberDefenseMagazine.com _and read its monthly free e -Mag called Cyber
Warnings

Watch some of my educational (and entertaining videos) at our YouTube SnoopWall
channel and http://www.snoopwall.com/media plus read my many LINKEDIN Articles



http://www.cdsaonline.org/
http://www.cyberdefensemagazine.com/
http://www.snoopwall.com/media
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7/ Secrets ob Defending Medi
Networks/Against Cybern Attac




/ SECRETS OF DEFENDING MEDIA NETW
SECRET #1.

YOU HAVE GREAT PHYSICAL SECURI
I DI'Lb{¢ !'b21Dbe¢95
YET YOU HAVE INCREDIBLY
NETWORK SECURBEHIND THOSE
/I Th{95 5hhw{ X



/ SECRETS OF DEFENDING MEDIA NETW
SECRET #2:

YOU BELIEVE FIREWALLS AND

ANTIVIRUS WILL PROTECT YOU

¢l 9, 2hbQCod Lb C!
95% of BREACHES Including Sony Pictures
Entertainment and YAHOQ! happen behind firewalls
on systems protected by Antvirus software.



/ SECRETS OF DEFENDING MEDIA NETW
SECRET #3:

YOU NEED TO FOCUS ON WHERE MOST ATT
| Ttt 9bXew] {¢95 datwhe¢o9

SPEAR PHISHING ATTAACREMOTE ACCESS
TROJANS (RATARE THE TOP FORM OF
SUCCESSFUL ATTACKS AGAINST ANY NETW




/ SECRETS OF DEFENDING MEDIA NETW

SECRET #4:
RANSOMWARE IS COSTING US MILLIONS B
¢l 9wo9Q{ ! {Lat[9 21!

FREQUENT, TESTED, DAILY BACKU

IF YOU COULD ISOLATERAESOMWARAND REBUILD THE
INFECTED SYSTQMICKLY, THEAMAGHS NEARERO.



/ SECRETS OF DEFENDING MEDIA NETW
SECRET #5:

DATA THEFREXx. 4TB of SONY PICTURES ENTERTAINN
ah+L9{ !'b5 9a!L[{0 L/{

YOU ALWAYS ENCRYPT THE DAT/

IF YOU COULAYWAYS ENCRYPT THE [(AT/REST AND IN
TRANSIT) ANMANAGE THE KEYS, WHHEN THEYBER
CRIMINALS GET NOTHING OF VALUE!M!



/ SECRETS OF DEFENDING MEDIA NETW

SECRET #6:

5hbRESKBEINGAVICTIM ¢La9 L{ ! D!L
NOW IS THE TIME TO GET PROABNDE&O ON THE OFFENSE

FIND ARISK MANAGEMEIORINTRUSION PREVENTION SYQRM
BREACH PREVENTSOLUTION THAT HELPS BEHIND/OUR
CORPORATE FIREWALL AND FOCUSES ON THENWMWREBREFHELPS
YOU FIND AND FIX YOUR AND PROTECT YOUR
NETWORKSSETSIT MAY TAKE A COMBINATION OF POLICIES,
PROCESSES, PRODUCTS AND SERVICES.



/ SECRETS OF DEFENDING MEDIA NETW

SECRET #7:

YOU NEED TO MANAGE AND REDBUKKS,
DAILY, BEHIND YOUR CORPORIKHEINVALL

LEARN AND UTILIZE THE RISK FORMULA (BIG SECRET

R=TXV XA

Risk =Threats(strength of each) x (exploitability) x Assetg(value of each)







